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UNIVERSITY OF DELAWARE 
Department of Accounting & MIS 

MISY305 – Information Security & Risk Management 
Spring 2016 

 

Instructor: Dr. John D’Arcy Office: 220 Purnell Hall 
E-mail:  jdarcy@udel.edu Phone: 302-831-1793 
Office Hours: Tuesday, 5:00 – 6:00 pm or by appointment 
  
Class Sessions: Tuesday and Thursday, 3:30 – 4:45 pm in Purnell 325 
Course Webpage:  via Sakai at https://sakai.udel.edu/portal 

 
Course Description: As enterprises become increasingly reliant on electronic media and 
communication, the protection of data and electronic infrastructure becomes critically important. 
Incidences of security failures in commercial and noncommercial environments are increasing in 
number and severity. Hence, it is essential that enterprises continually develop and refine 
security strategies that reflect the changing uses of information technology. The development of 
this strategy becomes even more important and challenging as organizations become participants 
in the global economy.  
 
This course is a survey of topics in the realm of information security. It will consider many 
contemporary topics ranging from basic security threats to cyber-warfare to security ethics to 
legal and cultural differences between countries. Emphasis is placed on human and technological 
aspects of information security and issues relevant to the risks in which information systems are 
exposed and methods of dealing with such risks.      
 
Course Objectives: Upon completion of this course, students should be able to: 
 

 Recognize key information security issues that require management attention and effort 
in a modern business enterprise.  

 Explain the current information security threat posture, and demonstrate an awareness of 
the likely evolution of security threats, regulations, and countermeasures.   

 Understand the basic concepts of information technology risk management, including the 
tools and techniques involved in a risk assessment. 

 Discuss the technical and human aspects of information security.    
 Know how ethical, legal, and privacy issues define the environment in which information 

technology is viewed.   
 Appreciate the future trends and issues in information security, including the social, 

technical, and organizational implications.  
 
Required Textbook: Michael W. Whitman and Herbert J. Mattord. Principles of Information 
Security, Fifth Edition. Cengage Learning, 2015. ISBN: 1285448367 
 
A number of additional readings and materials will be distributed by the instructor or made 
available for download.         
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Description of Major Course Activities:  
 

Assignment Portion of Grade 
Class Participation 10% 
Security Tool Project 15% 
Homework Assignments 25% 
Midterm Exam 25% 
Final Exam 25% 

 
Class Format and Attendance Policy (10% of your grade): Class time will be devoted to 
lecture, discussion, and hands-on learning activities. Attendance and participation in class 
discussions are important parts of the learning process for this class and attendance will be taken 
at the beginning of every class. In the event of an absence, the student is responsible for 
contacting the instructor and for making up any missed work. Written documentation regarding 
the absence may be requested by the instructor and must be submitted for the absence to be 
“excused.” After the first two unexcused absences, each additional unexcused absence will cause 
5% to be deducted from the student’s participation grade at the end of the semester. Participation 
grades will be awarded for the quality of contributions, while simple attendance at class does not 
constitute effective participation. Students are expected to acquire, read, and comprehend any 
assigned readings before class and come prepared to participate in meaningful discussion.    
 
Homework Assignments (25% of your grade): There will be regular homework assignments 
during the semester. Details regarding each homework assignment will be one week before its 
due date. Unless otherwise specified, all homework assignments must be completed individually 
and handed in to the instructor as a hard copy on the assigned due date. Students are encouraged 
to make an extra copy for themselves for class discussion. The format for all homework and case 
assignments is 1.5 spacing and 12 point font.  
 
NOTE: NO CREDIT WILL BE GIVEN FOR LATE ASSIGNMENTS; IF YOU MUST MISS 
CLASS, THE ASSIGNMENT IS STILL DUE ON THE ASSIGNED DATE.     
 
Security Tool Project (15% of your grade): Working in small groups, students will select a 
networking and/or security software tool, install it on our class laptops or elsewhere if suitable 
and does not threaten any other users, and provide a demonstration to the class. The assignment 
will consist of a 7-10 page (1.5 spacing, 12 point font) report detailing the tool, including its 
purpose and functionality, and a presentation. The paper and presentation should:  
 

 describe the tool and its functionality, 
 demonstrate/display its output, 
 give your opinion of the value and importance of both the function the product (claims 

to) provide, and the product itself.  
 
There are numerous networking and security tools freely available, and students may choose to 
integrate such tools into their project along with available attack or defense mechanisms. Be 
creative and look for your own tools. All topics must be approved by the instructor.     
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Examinations (50% of your grade): There will be two (2) non-cumulative examinations for 
this course. The format of each of these exams will be discussed in class at least one week before 
the examination date. The final exam will be given on the University-assigned date during finals 
week. The midterm exam is tentatively scheduled for Tuesday, March 22nd during class.   
 
Grading: The final letter grade for the course will follow the following scale:   
 

A 93-100 B- 80-82.99 D 63-66.99 
A- 90-92.99 C+ 75-79.99 D- 60-62.99 
B+ 87-89.99 C 70-74.99 F Below 60 
B 83-86.99 D+ 67-69.99   

 
Dishonest Behavior: Dishonest and/or unethical behavior will not be tolerated. Such behavior 
includes (but is not limited to) cheating, copying homework, and plagiarism. If it is determined 
that any assignment was not written solely by the student whose name appears on the paper, the 
grade will be zero for the assignment and the student(s) involved may receive an “F” for the 
class in addition to having the incident reported to the Office of Student Conduct. Students are 
expected to abide by the University’s Academic Honesty Policy, which can be found online at 
http://www.udel.edu/stuguide/15-16/code.html#honesty. 
 
“All students must be honest and forthright in their academic studies. To falsify the results of 
one’s research, to steal the words or ideas of another, to cheat on an assignment, or to allow or 
assist another to commit these acts corrupts the educational process. Students are expected to do 
their own work and neither give nor receive unauthorized assistance. Any violation of this 
standard must be reported to the Office of Student Conduct.”  
 
In addition to expectations regarding academic honesty, this class presents many concepts, tools, 
and techniques that can be put to illegal and unethical use. Participating in illegal or unethical 
activities using the concepts or techniques learned in class will result in failure of the class and 
referral to the Office of Student Conduct for further disciplinary action.  
 
Limitations: The course plan presented in this syllabus and detailed in the course schedule will 
be followed to the extent possible. However, it may be necessary to make changes in the form of 
additions, deletions, and/or modifications (e.g., changing due dates). Any changes will be 
announced in class with sufficient lead-time. It is each student’s responsibility to be aware of all 
announcements made in class.  
 
Final Comments: I believe everyone has the right to take the class without undue hardship 
deriving from conditions such as physical or learning disabilities. If you have any such condition, 
please notify me in the first week of class and I will strive to make the appropriate 
accommodations. Confidentiality will be maintained.  
 
 
 
 


